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since the software was
installed on municipally
owned computers to be
used in the workplace, there
was no reasonable
expectation of privacy by
employees.’

Saanich
News Release
January 13, 2015

Séankh

Media Release
For Immediate Release January 132015

SOFTWARE INSTALLED TO PROTECT INTEGRITY
OF SAANICH COMPUTER SYSTEM
Saanich, BC -

On December 15, 2014 Mayor Atwedl contacted Saamich Police with concerns about the instalation
of secunity software on hus office computer. The complant arose from the nstallabion of security
software on a numbser of District of Saanich computers, mduhﬁ the office computer of Mayor Atwel
This mistallation was in response %o the condusons of a May, 2014 independent, external audit of the
Destrict of Saanich compuler system.  Recommendations from the May, 2014 audit ncluded the
mstalaton of sacurty software. The software s intendad to probact the organization from external
threats a5 well as mondor any intamal activity that may result from extemal threats. Secunty softwars
was nstaded on Dt computers n Late November, 2014, In response lo Mayor Atwell's concems,
Saanich Pobos mitisted a revew with the ntent of reporting back to Council on January 5, 2015, This
report was subsequently moved 1o e January 12, 2015 In Camera Councd mesting

The Saanich Police review indo the complaent, niaded on December 19, 2014, datermned, with the
assistance of Duk Ryneveld, QC, that there was no bass for recommendng charges agamst
Saanich employess because section 184 of the Cnminal Code does not apply to crcumstances
where, as in thes case, the software was mstalled 1o manage the integrity of the computer system and
protect the computer Systam aganst any ilegal altack. Furthermare, since the software was installed
P murscipally owned computers to be used n the workplace, there was no reasonable expectation
of privacy by employess

At the January 12, 2015 In Camera Counci meeting, Polios Chief Bob Dowree advised Counal that
it 15 his department s detarminaton that no creminal offence has taken place and the review has baen
conduded

The secunty of Saanich’s indormation technology infrastructure s the duty and respoasbiity of the
Indormation Technology Division.  Instaliation of security measures = part of the Daision's nomal
prachces and as such citens can loel secure when conduding business with Saarch, Councl s
confident in the condud of fts Informaton Technology Drasion and the steps they take on an ongong
bass to protect the integnty of Distnct of Saanich information and resources

Saanich Councd conrues 1o lock forward 1o working together 10 meel the challenges ahead of
Saanich and the captal regon
-30-

Media Contact:
Councilor Judy Brownoff on behalf of Saanich Councl
250-727-2008
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Software violates privacy rights: report

VICTORIA - British Columbia’'s privacy commissioner says a Vancouve

Is5and municipaity vicisted privacy

rights by sacretly Installing computer ware the mayor alleged was used to bug his computer

Elizabeth Dennam s3id Saanich failed 10 tell employees and elected officials adout the amount of persona

Information &t was collecting

"One of the most disappointing findings In my investigation of the District of Saanich's use of employee
monitoring software is the near complete lack of awarensss and understanding of the privacy provisions of B.C

Freedom of Information and Prote:

n of Privacy Act.” Denham said In a report released Monday

She said public agencies, ncluding municipal governments. have been subject 10 comprehensive privacy laws
for more than 20 years

Hewever, Saanich Instakied monitoring software, enabiing automated screen shots, keystroke kogging and other

monitoring toois “without considanng how thesa actions would measure up to their pe vacy obligations under the

LISTEN: Privacy commissioner slams
District of Saanich for spyware

Vancouver, BC, Canada / News Talk 980
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Protecting privacy. Promoting transparency.
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Protecting privacy, Promoting transgarency.

IT Security and Employee Privacy:
Tips and Guidance
June 2015

This guidance document gives an overview of the issues employers should consider
before implementing IT security tools that coliect employee personal information.

Employees do not check their privacy rights at the office door. There is a nght to privacy
in the workplace, which has been upheld by Canadian courts and must be respecied by
public bodies and private sector organizations as they consider what security controis
are necessary to protect information in their networks.

INTRODUCTION

Public bodies and private sector organizations are facing an increasing number of
intemal and extemal threats to their information technology (*IT7) systems. These
organizations have an obligation to protect the data stored in their information systems
against threats such as malware, social engineering and unauthorized access by
employees. Increasingly, they are tuming to new and emerging technologies to address
and mitigate these threats.
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